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What if you could sit down with some of the most talented security engineers in the world and ask any
network security question you wanted? Security Power Tools lets you do exactly that! Members of Juniper
Networks' Security Engineering team and a few guest experts reveal how to use, tweak, and push the most
popular network security applications, utilities, and tools available using Windows, Linux, Mac OS X, and
Unix platforms.

Designed to be browsed, Security Power Tools offers you multiple approaches to network security via 23
cross-referenced chapters that review the best security tools on the planet for both black hat techniques and
white hat defense tactics. It's a must-have reference for network administrators, engineers and consultants
with tips, tricks, and how-to advice for an assortment of freeware and commercial tools, ranging from
intermediate level command-line operations to advanced programming of self-hiding exploits.

Security Power Tools details best practices for:

Reconnaissance -- including tools for network scanning such as nmap; vulnerability scanning tools for●

Windows and Linux; LAN reconnaissance; tools to help with wireless reconnaissance; and custom packet
generation
Penetration -- such as the Metasploit framework for automated penetration of remote computers; tools to●

find wireless networks; exploitation framework applications; and tricks and tools to manipulate shellcodes
Control -- including the configuration of several tools for use as backdoors; and a review of known●

rootkits for Windows and Linux
Defense -- including host-based firewalls; host hardening for Windows and Linux networks;●

communication security with ssh; email security and anti-malware; and device security testing
Monitoring -- such as tools to capture, and analyze packets; network monitoring with Honeyd and snort;●

and host monitoring of production servers for file changes
Discovery -- including The Forensic Toolkit, SysInternals and other popular forensic tools; application●

fuzzer and fuzzing techniques; and the art of binary reverse engineering using tools like Interactive
Disassembler and Ollydbg

A practical and timely network security ethics chapter written by a Stanford University professor of law
completes the suite of topics and makes this book a goldmine of security information. Save yourself a ton of
headaches and be prepared for any network security dilemma with Security Power Tools.
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From reader reviews:

Kai Martin:

Why don't make it to be your habit? Right now, try to prepare your time to do the important behave, like
looking for your favorite reserve and reading a book. Beside you can solve your trouble; you can add your
knowledge by the reserve entitled Security Power Tools. Try to face the book Security Power Tools as your
buddy. It means that it can to become your friend when you truly feel alone and beside associated with
course make you smarter than ever before. Yeah, it is very fortuned for you personally. The book makes you
far more confidence because you can know almost everything by the book. So , let me make new experience
along with knowledge with this book.

Mary Flynn:

People live in this new moment of lifestyle always attempt to and must have the free time or they will get
lots of stress from both way of life and work. So , if we ask do people have extra time, we will say absolutely
yes. People is human not a robot. Then we consult again, what kind of activity do you have when the spare
time coming to a person of course your answer can unlimited right. Then do you ever try this one, reading
publications. It can be your alternative throughout spending your spare time, typically the book you have
read will be Security Power Tools.

Jeffrey Peak:

On this era which is the greater particular person or who has ability in doing something more are more
treasured than other. Do you want to become considered one of it? It is just simple method to have that.
What you are related is just spending your time not very much but quite enough to possess a look at some
books. One of the books in the top list in your reading list will be Security Power Tools. This book that is
qualified as The Hungry Mountains can get you closer in getting precious person. By looking way up and
review this book you can get many advantages.

Kenneth Salinas:

What is your hobby? Have you heard that question when you got college students? We believe that that
problem was given by teacher to their students. Many kinds of hobby, Everybody has different hobby. And
you also know that little person just like reading or as examining become their hobby. You need to know that
reading is very important along with book as to be the point. Book is important thing to incorporate you
knowledge, except your own personal teacher or lecturer. You see good news or update about something by
book. A substantial number of sorts of books that can you choose to use be your object. One of them is
actually Security Power Tools.
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